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L&i néi dau
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Lol gi®i thiéu

Trong méi truéng cong nghé théng tin, thwdng co yéu cau vé viéc kiém tra xac nhan rang di liéu dién
t&r khong bi stra ddi trai phép va vé viéc bado ddm rang mot thong diép dwoc tao ra béi mot thwe thé ndm
gitr khoa bi mat. Thuat toan MAC (ma xac thuc thong diép) la moét co ché toan ven div liéu dwoc ding
phd bién, c6 thé dap rng cac yéu cau nay.

C6 thé theo céach tiép can thir nhat dé hién thwc héa mét MAC hang nhe bang cach st dung thuat toan
MAC dwoc quy dinh két hop véi modt ma khdi dwoc chon tlr TCVN 12854-2:2020 (ISO/IEC 29192-2) hodc
TCVN 11367-3:2016 (ISO/IEC 18033-3), va két hop véi mét ham bam duwoc chon tir TCVN 12854-5:2020
(ISO/IEC 29192-5). Ciing c6 thé theo céach tiép can th( hai dé hién thwc héa mdt MAC hang nhe bang
cach stir dung mét ham chuyén dung. Tiéu chuan nay quy dinh cac vi du cho ca hai cach tiép can.
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Coéng nghé théng tin — Mat ma hang nhe — Phan 6: Ma x4c thuwc
théng diép (MAC)

Information technology — Lightweight cryptography — Part 6: Message authentication codes
(MACs)

1 Pham viap dung

Tiéu chuan nay quy dinh cac thuat toan MAC phu hop véi cac ing dung doi hdi co ché mat méa hang
nhe. Cac co ché nay c6 thé dwoc dung lam co ché toan ven div liéu dé kiém tra xac nhan rang di liéu
khéng bi stra dbi trai phép. Chang ciing cé thé dwoc dung lam co ché xac thuc thong diép nham bao
dam rang théng diép duwoc tao ra béi mot thwe thé ndm gitk khéa bi mat.

Tiéu chuén nay quy dinh cac thuat toan MAC sau:
a) LightMAC;

b) Tsudik's keymode;

c) Chaskey-12.

2 Tailiéu vién dan

CAc tai liéu vién dan sau day la can thiét dé ap dung tiéu chuan nay. Dbi v&i cac tai liéu vién dan ghi ndm
cong bd thi ap dung ban dwoc néu. Dbi véi cac tai liéu vien dan khong ghi ndm cdng bd thi ap dung
phién ban mai nhét, bao gébm ca céac stra dbi, bd sung (néu co).

TCVN 11367-3:2016 (ISO/IEC 18033-3): Céng nghé thdng tin - Cac ky thuat an toan - Thuat toan mat
ma - Phan 3: M& khoi

TCVN 12854-2:2020 (ISO/IEC 29192-2): Cong nghé thdng tin - C4c ky thuat an toan - Mat ma hang nhe
- Phan 2: Ma khéi

TCVN 12854-5:2020 (ISO/IEC 29192-5): Cong nghé théng tin — Cac ky thuat an toan mat ma hang nhe
- Phan 5: Cac ham bam.

3 Thuat ngir va dinh nghia

Trong tiéu chudn nay ap dung cac thuat ngir va dinh nghia trong tiéu chudn TCVN 11367-3:2016
(ISO/IEC 18033-3) va céac thuat nglr, dinh nghia sau day

3.1

khéa ma khéi (block cipher key)
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khoéa diéu khién hoat ddng ctia modt ma khi

NGUON: TCVN 11495-1:2016 (ISO/IEC 9797-1:2011), 3.2
3.2

ma hoa (encryption)

phép toan kha nghich duoc thuwe hién bdi mét thuat toan mat ma nham bién dbi di liéu thanh ban ma dé
che gidu ndi dung thong tin cta di liéu

NGUON: TCVN 11495-1:2016 (ISO/IEC 9797-1:2011), 3.6
3.3
ham bam (hash-function)

ham anh xa cac xau bit c6 do dai thay déi (nhwng thwdng bi chan trén) thanh cac xau bit cé do dai cb
dinh, thda man hai tinh chat sau:

— v&i mét dau ra cho trwéc, viéc tim mot du vao anh xa thanh dau ra dé 1a khoéng kha thi vé mét tinh
toan;

— v&i mot dau vao cho trwde, viéc tim mét dau vao the hai anh xa thanh cung moét dau ra véi dau vao
do 1a khéng kha thi vé mat tinh toan

Chu thich 1: Tinh kha thi v& mét tinh toan phu thudc vao cac yéu cau an toan va méi trudng cu thé.

NGUON: TCVN 11816-1:2017 (ISO/IEC 10118-1:2016), 3.4

34

khoa (key)

day céac ky hiéu diéu khién hoat déng ctia mét phép bién dbi mat ma

Chu thich 1: Vi du nhw phép ma héa, gidi ma, tinh toan ham kiém tra mat ma, tao chi ky ho&c kiém tra xac nhan
chv ky.

NGUON: TCVN 11495-1:2016 (ISO/IEC 9797-1:2011), 3.7

35

ma xac thwe théng diép (Message Authentication Code)

MAC

Xau cac bit 1a dau ra cta mot thuat toan MAC

NGUON: TCVN 11495-1:2016 (ISO/IEC 9797-1:2011), 3.9

3.6

thuat toan MAC (MAC algorithm)

thuat toan tinh mdt ham anh xa cac xau bit va mot khéa bi mat thanh cac xau bit cé do dai cd dinh, théa
man hai tinh chat sau:

— v&i moi khoa va moi xau dau vao, ham cé thé dwoc tinh mét cach hiéu qua;

— v&i mét khoa cd dinh bat ky, khi khdng biét trudec khoa do, viéc tinh gia tri ham trén bat ky xau dau
vao ma&i nao 1a khéng kha thi vé mat tinh toan, ngay ca khi da biét mét tap cac xau dau vao va cac gia tri
ham twong trng, trong d6 xau dau vao thiy i cé thé da dwoc chon sau khi quan séat gia tri ctia i — 1 gia tri
ham trwéc do (v&i sO nguyén i > 1)

NGUON: TCVN 11495-1:2016 (ISO/IEC 9797-1:2011), 3.10

8



3.7

top (word)
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xau 32 bit dwgc dung trong thuat toAn MAC Chaskey-12

4 Ky hiéu va thuat ngir viét tat

a—b
E(K, P)

h

\Y
12BS(x, g)

Ki

Vi

XJi

X<<1

X <<<n

05

gan cho bién a gia tri ctia b

phép ma héa ban rd P bang ma khéi E st dung khoa K
ham bam

gia tri khéi tao t bit

ham nhan dau vao 1a mét sé nguyén khdéng am x va cho dau ra la mét xau bit d6 dai g
twong (rng v&i biéu dién nhj phan cta sb do

khoa ma khéi dwoc ding b&i ma khéi co s trong LightMAC (i = 1, 2)
xau théng diép dau vao cua thuat toan MAC

xau thong diép sau khi da ap dung phép dém

khéi n bit thir i ciia xau théng diép da dém m’

khéi (n-s) bit thir i clia xau thong diép da dém m’ vai i < £, trong d6 m's™9)|m’2"~9)||...||m"
=m'

kich thwéc bd dém
do dai cia MAC tinh bang bit
cac tir 32 bit dung dé lwu két qua clia cac phép tinh trung gian

s6 nguyén khdng dau j bit thu dwoc tir sé nguyén khdng diu u bit X bang céch lay j bit
c6 trong sb thap nhéat ctia X (1 <j < u)

phép dich trai mot bit, nghia 1a néu X 1a mét tir thi X << 1 ky hiéu tir thu dwoc bang cach
dich trai ndi dung ctia X di mot vi tri

phép "dich vong trai" n vi tri bit, nghia la néu X Ia mét tir va n 1a mét sé nguyén khdng am
thi X<<<n ky hiéu tlr thu dwoc bang céach dich trai néi dung ctia X di n vi tri theo kiéu
vong

xau goém s bit '0'

phép XOR

phép céng theo modulo 232

dd dai cGa xau bit X tinh bang bit
phép ndi cac xau bit

phép céng theo modulo 2%, trong d6 w la sé bit trong mét tr; nghia la néu A va B 1a cac
tlr w bit thi A +, B |a tir thu dwoc bang céach coi A va B la biéu dién nhj phan cuia cac sé
nguyén va tinh tbng cda chidng theo modulo 2%, véi két qua bi rang budc nam trong
khoang tw 0 dén 2% — 1
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5 MAC hang nhe dwa trén ma khoi
5.1 Téng quat

Diéu nay quy dinh mét thuat toan MAC hang nhe st dung mét khéa bi mat va mét ma khdi n bit dé tinh
MAC t bit.

Phu luc A dinh nghta dinh danh dbi twong phai dwoc dung dé dinh danh thuat toan quy dinh tai Diéu 5.
Phu luc B cung cap céc vi du bang sé cho cac thuat toan MAC theo hé co s mwdi sau. Phu luc C néu
cac d&c tinh hang nhe cla cac thuat toan MAC dwoc md ta trong tiéu chuan nay.

5.2 LightMAC

5.2.1 Téng quét

LightMAC 1a mét thuat toan MAC phai dwoc st dung cling véi mot ma khéi bat ky thudc TCVN 12854-
2:2020 (ISO/IEC 29192-2) hodc TCVN 11367-3:2016 (ISO/IEC 18033-3). Ngudi diing muén si dung
LightMAC® phai Iwa chon:

— mot ma khéi E n bit ttr TCVN 12854-2:2020 (ISO/IEC 29192-2) hodc TCVN 11367-3:2016 (ISO/IEC
18033-3);

— mot d6 dai t cia MAC tinh bang bit;
— mot kich thuwéc bd dém s, tire 1a sb bit dwoc cap dé biéu dién gia tri bd dém, trong d6 0 <'s < n.

Cac tham sé trén phai dwoc gitr khong ddi trong khi st dung LightMAC véi mot khoa cho trwde. Khong
nén dung cac bd tham sé khac nhau véi cung mét khoa.

CHU THICH 1: Néu b4t ky tham sb nao néu trén bj thay ddi trong khi dang st dung mét khoa thi khéng thé bao
dam dwoc an toan.

CHU THICH 2: C&c vi du bang sb, bao gébm céc trwérng hop s = 8 hodc 32 va t = 64, dwoc liét ké trong B.2.

LightMAC nhan dau vao la hai khda ma khéi K; va K, dwoc sinh doc lap véi nhau, va mot thong diép M
c6 dd dai ti da 25(n-s) bit. LightMAC cho d4u ra cé dd dai t bit. LightMAC gém céac buwéc sau: dém, ap
dung ma khéi va cét ngan.

5.2.2 Bwéc 1 (dém)

Goi m 1a théng diép dau vao cla LightMAC va d = |m| mod (n-s). D&m vao bén phai m mét bit '1' duy
nhét, tiép theo la n-d-1 bit '0". Két qua dwoc ky hiéu la m'.

5.2.3 Bwéc 2 (4p dung ma khéi)

m’ phai dwoc tach thanh cac xau m'y, m'’, ..., m', trong dé m'1™%), m(™s), . ' m'4(") |4 cAc xau n-s bit,
m’; 1a mot xau n bit va m'1079)||m’2"9)||...||m" = m". Xau S dwoc tinh theo tha tuc sau.

V Q"
Fori=1to{-1:
V — E(Ky, 12BS(i, s)[|m") @ V
Ve—miédV
S — E(Kz, V)
Quy dinh ctia ham 12BS dwogc néu tai Phu luc D.
5.2.4 Bwéc 3 (cat ngan)
MAC t bit dworc rit ra bang cach 14y t bit c6 trong sé thdp nhat ctia xau S, nghta la:
MAC < S|,
10
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6 MAC hang nhe dwa trén ham bam
6.1 Téng quat
Diéu nay quy dinh mét thuat toan MAC hang nhe st dung mét ham bam hang nhe dé tinh MAC.

Phu luc A dinh nghia dinh danh déi twong phai dwoc dung dé dinh danh thuat toan quy dinh tai Diéu 6.
Phu luc B cung cép céc vi du bang sé cho cac thuat toan MAC theo hé co' sé muoi sau. Phu luc C néu
cac dac tinh hang nhe cla cac thuat toan MAC dwoc md ta trong tiéu chuan nay.

6.2 Tsudik's keymode

6.2.1 Yéu cau

Tsudik's keymode 1a mét thuat toan MAC str dung mot ham bam. Bé st dung Tsudik's keymode!™, mot
ham bam hang nhe h phai dwoc lwa chon va thdng nhat. Ham bam nay phai dwoc chon trong sb cac
ham bam hang nhe quy dinh trong TCVN 12854-5:2020 (ISO/IEC 29192-5:2016). Thuc thé tao MAC phai
dwoc trang bi mot khda bi mat K; khéa nay ciing phai dworc cung cip cho moi bén can kiém tra xac nhan
MAC.

CHU THICH 1: Tsudik's keymode dwoc xé&p loai hang nhe vi sé 1an goi ham bdm co sé& thwéng nhé hon so véi cac
MAC dwa trén ham bam théng dung nhv HMAC quy dinh trong TCVN 11495-2:2016 (ISO/IEC 9797-2).

CHU THICH 2: Ly do ham bam co s& phai dwoc chon trong sb cac ham bam quy dinh trong TCVN 12854-5:2020
(ISO/IEC 29192-5:2016) dwgre mo ta tai Phu luc C.

CHU THICH 3: Khi lya chon ham bdm co s& dung trong Tsudik's keymode, nguoi ding tw kiém tra d6 an toan cta
ham bam dé trwdc cac tAn cong mé rong do dai.

6.2.2 Tinh MAC

Dé tinh MAC trén thong diép m bang Tsudik's keymode, thuc hién phép toan sau:
S — h(K||m).

MAC t bit dwoc rit ra bang cach 4y t bit c6 trong sé thdp nhat cla xau S, nghia la:
MAC « S].

7 MAC chuyén dung hang nhe
7.1 Téng quét
Diéu nay quy dinh mét thuat toan MAC chuyén dung hang nhe.

Phu luc A dinh nghia dinh danh déi twong phai dwoc dung dé dinh danh thuat toan quy dinh tai Diéu 7.
Phu luc B cung cép céc vi du béng sb cho céc thuat toan MAC theo hé co sé mwdi sau. Phu luc C néu
cac dac tinh hang nhe cta cac thuat toan MAC dwoc md ta trong tiéu chuan nay.

7.2 Chaskey-12

7.2.1 Téng quét

Chaskey-12[ 13 mét thuat toan MAC hang nhe x& ly théng diép m cé dd dai tiy y bang mét khoa K do
dai 128 bit. Thuat toan cho dau ra 1a MAC cé dé dai 128 bit hoac ngan hon.

CHU THICH 1: Trong d& xuét ban dau cla thuat toan Chaskey!], sb vong dwoc dat 1a 8 va thuat toan dwoc goi la
Chaskey-8. Do lo ngai rdng 8 vong khéng dd dé bado dam muirc an toan can thiét, lwgc dé quy dinh & day cé 12
vong, va do dé dwoc goi la Chaskey-1218l,

Chaskey-12 coi mét phan tir a cla GF(2'%8) theo hai cach twong dwong: vira la xau 128 bit
a[127]a[126]...a[0] vira |a da thirc a(x) = a[127]x?7 + a[126]x2% + ... + a[0] v&i cAc hé sé nhi phan.

11
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Goi f(x) la da thirc bat kha quy x2 + x7 + x2 + x + 1. D& nhan hai phan t&r a va b, chang dwoc biéu dién
thanh hai da thirc a(x) va b(x), réi tinh a(x)b(x) mod f(x). Vi du, cach nhan mét phan t& véi x duwoc néu
trong Ham 1. Lwu y réng don thirc x twong ng véi xau bit 012%||10. Lwu y rdng xau bit 012]|11 c6 thé
dwoc coi la sb 3 trong hé thap phan.

Ham 1: TimesTwo
function TimesTwo(a)
if a[127] =0
return (a << 1) @ 028
else
return (a << 1) @ 0'?°10000111

Khi chuyén déi gitra cac xau 128 bit, cac sé nguyén khong dau 128 bit va cAc mang sé nguyén khong
dau 32 bit, Chaskey-12 ludn dung thir tw byte little endian. Trong mi byte, viéc danh sb bit bat dau tw
bit c6 trong s6 thap nhét.

Chaskey-12 gébm cac budc sau: dan xuat khéa con, dém, ap dung hodn vi va cat ngan.
7.2.2 Bwéc 1 (dan xuét khoa con)

Chaskey-12 nhan mét khéa K 128 bit; khda nay nén dwoc chon doc 1ap va ngau nhién déu trén toan bo
khéng gian khéa. Tl K, hai khoéa con 128 bit K; va K, dwgc dan xuat, méi khéa con bang mét phép dich
128 bit va mot phép XOR theo bit 128 bit. Viéc sinh cac khéa con duwgc dinh nghia trong Ham 2.

Ham 2: Dan xuét khéa con

function SubKeys(K)

K1 « TimesTwo(K)

Ko « TimesTwo(K1)

return (K, Kz)

7.2.3 Bwéc 2 (dém)

Goi m |a théng diép dau vao clia Chaskey-12 va goi d 1a sd dw khi chia do dai ciia m cho 128. Truéng
hop d # 0 hodc |[m| = 0 thi m phai dwgc dém bang cach ndi vao né mét bit '1' duy nhat, rdi tiép theo la
128-d-1 bit '0". Ba&n da dém cua théng diép m dwoc ky hiéu |a m’, va bién Boolean padded dwoc dat 1a
true. Trwong hop d = 0 va |m| # 0 thi thong diép khéng dwgc dém, khi d6 m’ < m va padded dwgc dat
la false.

7.2.4 Bwdéc 3 (ap dung hoan vi)

Théng diép da dém m’' phai dwoc tach thanh cac xau m'y, m’, ..., mh mdi xau 128 bit, sao cho
m'z||m’||...||m's = m’. D& tao mot MAC ti da 128 bit, Chaskey-12 l1ap mét hoan vi 128 bit T nhw quy dinh
trong Ham 3 (xem thém Hinh 1). Hinh 1 minh hoa viéc ap dung hoan vi (Bwéc 3) khi padded la false
(hinh trén) va khi padded la true (hinh dw&i). Ham vong cta hoan vi  dwgc quy dinh trong Ham 4, cac
khoa con K; va K, dwoc sinh theo Budc 1, va thdng diép m dwoc dém thanh m’ theo Buwédc 2. Paura S
c6 thé dwoc cat ngén con t bit & Bwdc 4 (tly chon).

12
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Hinh 1 — Ap dung hoan vi

Trong Chaskey-12, hoan vi T gdm 12 1an &p dung mét ham vong, nhw mé ta trong Ham 4. Hoan vi nay
thao tac trén mét xau 128 bit, dwo'c xem nhw mdt mang gébm bén sb nguyén khéng déu 32 bit. Ham vong
cing dworc minh hoa trong Hinh 2. Hinh 2 thé hién mot vong cla hoan vi Chaskey T, dwoc dinh nghia
la: Vol [va||va|[Vs < Tr(Vol|[Va][V2||v).
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Hinh 2 — Mét vong cua hoén vi Chaskey T

Ham 3: Ap dung hoan vi

function Chaskey(K, K1, K2, m’)

VK
For j=1to {-1
V (V@ my)
If padded = false
L—Ki

13
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Else
L — K>
EndIf
S—mVem' @L dL
return S
Ham 4: Hoan vi
function (V)
(Vo, V1, V2, V3) < V
Fori=1tor
Vo <= Vo +32 V1
Vi1 «— V1 <<< 5
Vi V1D Vo
Vo «— Vo <<< 16
V2 «— V2 +32 V3
V3 «— V3 <<< 8
Vs — V3 D V2
Vo «— Vo +32 V3
V3 «— V3 <<< 13
V3 V3 D Vo
Vo« Vo +32 V1
Vi« V1 <<<7
Vi—Vi PV
V2 «— V2 <<< 16
return vo||vi||v2||vs
7.2.5 Bwéc 4 (cat ngan)
MAC t bit dworc rit ra bang cach Iy t bit co trong sb thp nhét cia xau S, nghia la:
MAC « S].

14



Phu luc A
(Quy dinh)

Dinh danh déi twong

TCVN 12854-6:2026

Phu luc nay liét ké cac dinh danh doi twong dwgc gan cho cac thuat toAn MAC hang nhe quy dinh trong

tiéu chuén nay.
-- Draft object identifiers of ISO/IEC 29192-6
LightweightMessageAuthenticationCodes {
iso(1) standard(0) lightweight-cryptography(29192) part6(6)
asnl-module(0) algorithm-object-identifiers(0)}
DEFINITIONS EXPLICIT TAGS ::= BEGIN
EXPORTS ALL,;
IMPORTS
LightweightCryptographyldentifier
FROM LightweightCryptography-2 {iso(1) standard(0)
lightweight-cryptography (29192) part2(2)
asnl-module(0) algorithm-object-identifiers(0)}
LightweightCryptographyldentifier
FROM LightweightCryptography-5 {iso(1) standard(0)
lightweight-cryptography (29192) part5(5)
asnl-module(0) algorithm-object-identifiers(0)};
OID ::= OBJECT IDENTIFIER -- Alias
-- Synonyms --
i529192-6 OID ::= {iso standard lightweight-cryptography(29192) part6(6)}
-- OID assignments --
light-bc-based-macs OID ::={is29192-6 bc-based-macs(1)}
lightMAC OID ::= {light-bc-based-macs 1}
light-hf-based-macs OID ::= {is29192-6 hf-based-macs(2)}
tsudik OID ::= {light-hf-based-macs 1}
light-dedicated-macs OID ::= {is29192-6 dedicated-macs(3)}
chaskey-12 OID ::= {light-dedicated-macs 1}
-- note: assign any new OIDs above 3
LightweightMacAlgorithm ::= SEQUENCE {
algorithm ALGORITHM.&id({LightweightMac}),

15
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parameters ALGORITHM.&Type({LightweightMacl{ @algorithm}) OPTIONAL
}
LightweightMAC ALGORITHM ::={

{ OID lightMAC PARMS MacParameters-1 } |

{ OID tsudik PARMS MacParameters-2 } |

{ OID chaskey-12 PARMS NullParms },

... -- expect additional algorithms --

}

-- MAC parameter types definitions

MacParameters-1 ::= SEQUENCE {
bcAlgo BlockCipher OPTIONAL,
t INTEGER (1..MAX)
}
MacParameters-2 ::= SEQUENCE {
hfAlgo HashFunction OPTIONAL,
t INTEGER (1..MAX)
}
BlockCipher ::=
LightweightCryptography-2.LightweightCryptographyldentifier
HashFunction ::=
LightweightCryptography-5.LightweightCryptographyldentifier
NullParms ::= NULL
-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS{
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

WITH SYNTAX { OID &id [PARMS &Type] }
END -- LightweightMessageAuthenticationCodes --

16



B.1 Téng quat

Phu luc nay cung cap céc vi du bang sé cho tirng co ché theo hé co s6 mwdi sau.

Phu luc B
(Tham khao)

Vi du bang sé

B.2 Vidubang sé cua LightMAC

TCVN 12854-6:2026

M4 khéi co s&: Present-128 nhw quy dinh trong TCVN 12854-2:2020 (ISO/IEC 29192-2:2012)

Trwong hops =8

K1 = 00112233 44556677 8899aabb ccddeeff
K> = 833d3433 009f389f 2398e64f 417acf39
— m = (0 octet): MAC = ¢c3c863d3 €954788b
— m =00 (1 octet): MAC = 021dff18 Ocad82f9
— m = 0001 (2 octet): MAC = 3f89441a a4492cb9
— m = 000102 (3 octet): MAC = 858fffa6 d1d238cc
— m = 00010203 (4 octet): MAC = 7aa56f92 0da21d54

— m =000102..
— m =000102..
— m =000102.
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102...
— m =000102...
— m =000102...
— m =000102...
— m =000102...
— m =000102...
— m =000102...

.04 (5 octet): MAC = cead42e8 f4022b71
.05 (6 octet): MAC = 939bdb08 9f993715
..06 (7 octet): MAC = 0870a1d9 8336d9fe
.07 (8 octet): MAC = cf7fdf18 0e2494a2
.08 (9 octet): MAC = 957872ff d8474fcc
.09 (10 octet): MAC = ef35a618 df40a363
.0a (11 octet): MAC = ea690e1e c15c8817
.0b (12 octet): MAC = fdObc212 a16867a4
.0c (13 octet): MAC = 09bb6867 7241b04d
.0d (14 octet): MAC = 28eb9983 1d08b850
.0e (15 octet): MAC = 44cef839 dcd7c1cb
.0f (16 octet): MAC = 7f30f1f8 8d151ff5

10 (17 octet): MAC = 6af5747f ed140aa8

11 (18 octet): MAC = 11274bd5 394d388d
12 (19 octet): MAC = 99c3a296 a8c8e548
13 (20 octet): MAC = dc05c29e e8b9ab4de
14 (21 octet): MAC = 95e0f4fa 3774a8cf

15 (22 octet): MAC = 102ab033 7011a2f3
16 (23 octet): MAC = 88d68a1c 48bbcOb7

17
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18

— m =000102..
— m =000102..
— m=000102..
— m =000102..
— m=000102..
— m=000102..
— m =000102..
— m=000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m =000102..
— m=000102..

.17 (24 octet
.18 (25 octet
.19 (26 octet
.1a (27 octet
.1b (28 octet): MAC = dc88786e 74c298ad
.1c (29 octet): MAC = 76e6526a f8c125ce
.1d (30 octet): MAC = 942cfea1 68710b4c
.1e (31 octet): MAC = 6f5703a4 048145ch
.1f (32 octet): MAC = 4734b059 b872d41f
.20 (33 octet):

.21 (34 octet):

.22 (35 octet):

.23 (36 octet):

.24 (37 octet):

.25 (38 octet): MAC = 9¢854532 7b31c585
.26 (39 octet):

.27 (40 octet):

.28 (41 octet):

.29 (42 octet):

.2a (43 octet):

.2b (44 octet): MAC = ff99dbfc 72b919d4
.2c (45 octet): MAC = 0b7224ab c148de6¢c
.2d (46 octet): MAC = 97928b8d f5c5f048
.2e (47 octet): MAC = 9e6e039a a6209f07
.2f (48 octet): MAC = a10deb90 41205b21
.30 (49 octet
.31 (50 octet
.32 (51 octet
.33 (52 octet
.34 (53 octet
.35 (54 octet
.36 (55 octet
.37 (56 octet
.38 (57 octet
.39 (58 octet

MAC = 5f028d39 6326567a
MAC = 6f30b07a 025fa7ef
MAC = e5ecbaba 994a36bc

):
):
):
): MAC = 409b49af 04f3c184

MAC = 6f8f3297 4cb44284
MAC = 12d537fe 00bb6046
MAC = cd00fa52 a649e50a
MAC = 5a0cdflf 6e11f546
MAC = 36¢79cbe 956ed91a

MAC = a9a2eeed 33cee786
MAC = b3343218 dabaa666
MAC = 4f34e65d baO8b06a
MAC = eebe3228 f7f21ed4
MAC = 326d89ce bad3f651

MAC = 0e8208be 90e1e10b
MAC = de0e2416 4f616f79
MAC = 1761603e a4fbbd80
MAC = eda5d05f b67b528d
MAC = 48f4d47e 485b47d2
MAC = df07346b bcfféeac
MAC = 52d6b140 588dd5ff
MAC = cc680cb4 b8b8a9b0
MAC = 100160dc fb743c20

):
):
):
):
):
):
):
):
):
): MAC = d2ee268e c27309d6



— m =000102...
— m =000102...

— m =000102...

— m =000102...
Trwdng hgp s = 32
K1 = 01234567 89abcdef fedcha98 76543210
K2 = 9cf35e82 f26719c4 f91cf900 cc2cbecl

— m = (0 octet): MAC = 8634d35b bcdbbeb9

3a (59 octet): MAC = dcdcba02 e6b8a4b3
3b (60 octet): MAC = 100e1ae6 ced7fede
— m =000102...3c (61 octet): MAC = d394ff09 dea2010c
3d (62 octet): MAC = 6e4b1fa6 30d3acc9
3e (63 octet): MAC = 431f7d96 7c0bc59e

TCVN 12854-6:2026

— m = 00000001 00020003 ... 007e007f 00 (257 octet): MAC = d60a9a88 90c26393

— m = 00000001 00020003 ... 00fe00ff 0100 (514 octet): MAC = f93128da b71ecf5c

— m = 00000001 00020003 ... 017e017f 018001 (771 octet): MAC = e9067e6¢ 774de5e2

— m = 00000001 00020003 ... 01fe01ff 02000201 (1 028 octet): MAC = 774d44bb 7ce920a4
— m = 00000001 00020003 ... 02800281 02 (1 285 octet): MAC = 38a9c371 00b908ff

— m = 00000001 00020003 ... 03000301 0302 (1 542 octet): MAC = c88d0fb7 32647299

— m = 00000001 00020003 ... 03800381 038203 (1 799 octet): MAC = d2ala618 3daacd78
— m = 00000001 00020003 ... 04000401 04020403 (2 056 octet): MAC = 481dd001 e71a3585

B.3 Vidubang sé cta Tsudik's keymode

Ham bam co s&: Lesamnta-LW nhw quy dinh trong TCVN 12854-5:2020 (ISO/IEC 29192-5)

Trwdng hop t =128

K = 4c4c4cdc 4cdcdcde 4cdcdcice 4cdcdedc

Thoéng diép = 4c4c4cac 4cdcacdc 4cdcdcace 4cdcacic
MAC = e01f6580 Oeeal65f 8c85b688 c36afca3

B.4 Vidubang sé cta Chaskey-12

Trwdong hopt=64

K =00112233 44556677 8899aabb ccddeeff

K1 = 87224466 88aaccee 10335577 99bbddff

K2 = 894588cc 105599dd 2166aaee 3277bbff

m = (0 octet): MAC = dd3e1849 d6824555

m = 00 (1 octet): MAC = ed1da89e c93179ca

m = 0001 (2 octet): MAC = 98fe20a3 43cd666f

m = 000102 (3 octet): MAC = f6f418ac dd7d9fal

m = 00010203 (4 octet): MAC = 4cf04960 099949f3

m = 000102...04 (5 octet): MAC = 75c83252 653d3b57
m = 000102...05 (6 octet): MAC = 964b0461 fbe92273
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m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..

20

.06 (7 octet): MAC = 141fa08b bf399636
.07 (8 octet): MAC = 412d98ed 936d4ab2
.08 (9 octet): MAC = fb0d98bc 70e305f9
.09 (10 octet): MAC = 36f88e1f da86c8ab
.0a (11 octet): MAC = 4d1a1815 868a5aa8
.0b (12 octet): MAC = 7a7912c1 999eae81
.0c (13 octet): MAC = 9ca11137 b4a34601
.0d (14 octet): MAC = 7905142f 3be77e67
.0e (15 octet): MAC = 6a3ee3d3 5c043397
.0f (16 octet): MAC = d13970d7 be9b2350
.10 (17 octet). MAC = 32acd914 bfda3bc8
.11 (18 octet): MAC = 8a58d816 cb7a1483
.12 (19 octet): MAC = 03f4d666 38efad8d
.13 (20 octet): MAC = 9932237 ff05e831
.14 (21 octet): MAC = f5fedb13 4862b471
.15 (22 octet): MAC = 8bb55486 f38d57ea
.16 (23 octet): MAC = 8a3acb94 b5ad591c
.17 (24 octet): MAC = 7ce37087 23f7495f
.18 (25 octet): MAC = f42f3d2f 405710c2
.19 (26 octet): MAC = b3933a16 7e5636ac
.1a (27 octet): MAC = 899a7945 423a5e1b
.1b (28 octet): MAC = 65e12df5 a695fac8
.1¢ (29 octet): MAC = b82449d8 c8a06ae9
.1d (30 octet): MAC = a850dfba defa4229
.1e (31 octet): MAC = fd42c39d 08ab71a0
.1f (32 octet): MAC = b465c241 2610bf84
.20 (33 octet): MAC = 89c4a9dd b53e6991
.21 (34 octet): MAC = 5a9af91e b095d331
.22 (35 octet): MAC = 8e54914c 151e46b0
.23 (36 octet): MAC = fab8ab0b Sbeaaec6
.24 (37 octet): MAC = 60ad906a cd06c823
.25 (38 octet): MAC = 6b1e6bc2 426dad17
.26 (39 octet): MAC = 90328fd2 59889a8f
.27 (40 octet): MAC = fOf7815e e6f3d516
.28 (41 octet): MAC = 97e7e2ce bea826b8



m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102..
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102...
m = 000102..
m = 000102...

.29 (42 octet): MAC = b0fa1845 f72a76d6
.2a (43 octet): MAC = a468bdfc df0aa9c7
.2b (44 octet): MAC = da84e113 38387da7
.2¢c (45 octet): MAC = b30d5ead 8e39f2bc
.2d (46 octet): MAC = 178a43d2 a008503e
.2e (47 octet): MAC = 6dfaa705 a8a06¢70
.2f (48 octet): MAC = aa047f07 c5ae8db4

0 (49 octet
1 (50 octet
51 octet

MAC = 305bbb42 0c5d5ecc
MAC = 08328031 5975049
MAC = 9080254f b79bab1a
MAC = 61c285ca 245774a4
MAC = 2aae035c fb61f97a
MAC = 5289075 c9ab39e5
MAC = e65c4237 32dae795
MAC = 4b22cf0d 9da8de3d
57 octet): MAC = 2626ea2f a1f9abcf
58 octet): MAC = d1e17e6e c4a88dab
3a (59 octet): MAC = 16574428 27ff640a
3b (60 octet): MAC = fd155a40 df15f630
3c (61 octet): MAC = ffeb596f 299f58b2

52 octet
53 octet
54 octet
55 octet

(
(
(
(
(
(
(
(56 octet
(
(

3 ):
3 ):
32 ):
33 ):
34 ):
35 ):
36 ):
37 ):
38 ):
39 ):

.3d (62 octet): MAC = bedeeded 3975df87

3e (63 octet): MAC = fc7f9df7 991b87bc
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Phuluc C
(tham khao)
Théng tin vé an toan va cac bang dac tinh
C.1 Téng quét

Phu luc nay néu cac dac tinh hang nhe cltia cac MAC dwoc md ta trong tiéu chuan nay.

C.2 Théng tin vé LightMAC
C.2.1 Cac dac tinh hang nhe cua LightMAC

M6t dac tinh hang nhe cta LightMAC |a do dai théong diép khong anh hwéng dén gi¢i han an toan, cho
phép x& ly lwong di liéu nhiéu hon c& mét bac dd Ion trén méi khéa. Hon niva, LightMAC hau nhw
khéng c6 chi phi phu trdi so véi ma khéi va cé thé song song héa. Nhe d6, LightMAC khéng chi mang lai
kha nang xac thwc gon nhe cho cac nén tdng han ché vé tai nguyén ma con cho phép cac cai dat song
song hiéu nang cao. Viéc sir dung cac ma khéi khoéng thudc loai hang nhe (tr TCVN 11367-3:2016
(ISO/IEC 18033-3) thay vi tlr TCVN 12854-2:2020 (ISO/IEC 29192-2)) khéng anh hwdng dén cac dac
tinh hang nhe cua LightMAC.

Theo TCVN 12854-1:2020 (ISO/IEC 29192-1), mét dac tinh hang nhe cla LightMAC la né doi hai it tai
nguyén xét theo sé chu ky/byte, nhw néu trong Bang C.1.

Bang C.1 — Hiéu nang co’ s& ctia cac ma khéi PRESENT va AES trén Skylake (AVX2, AES-NI)!®

Ma khdi co s& Ma hoa [chu ky/byte] | Lap lich khéa [chu ky]
PRESENT (dwa trén bang tra) 57,83 353
PRESENT (bitslice 8 khi) 11,23 790
AES (AES-NI, tuan tu) 2,57 116
AES (AES-NI, dwdng éng) 0,63 116

Céc dac tinh hang nhe khong phu thudc vao ma khéi co s& dwoc ding trong LightMAC.
V@i LightMAC, dwoc phép dung t = 64 (xem B.2).
C.2.2 Thamsés

Tham sb s quyét dinh d6 dai thong diép toi da cé thé dwoc xr Iy bang LightMAC va 4n dinh hiéu suét
cua thuat toan tinh theo sbé lan goi ma khéi trén méi khéi thong diép. Cu thé, LightMAC nhanh hon khi s
nhd hon, nhwng déi lai do dai théng diép tdi da ma né cé thé xi ly sé giam.

C.3 Théng tin vé cac ham bam co s& dwoc dung trong ché dé caa Tsudik

Tsudik's keymode md ta tai Diéu 6 doi héi mot ham bam khang va cham va khang cac tan céng mé réng
do dai. Dé bao dam an toan trwédc tAn cong mé rong do dai, ham bam co s& can c6 tinh chat phu hop.

So v&i HMAC — ché d6 duoc ding rong rai nhat dé chuyén mét ham bam thanh MAC — ché do cla
Tsudik don gian hon nhiéu. Nhin chung, moi ché do hoat déng da dwoc chirng minh 1a khéng thé phan
biét dwoc véi mot bo tién tri ngau nhién déu phi hop cho ché d6 cua Tsudik. Trong d6 bao gdm PHOTON
va SPONGENT thuéc TCVN 12854 (ISO/IEC 29192). Tai liéu tham khado [1] dwa ra chirng minh rang
Lesamnta-LW thudc TCVN 12854 (ISO/IEC 29192) c6 thé dwoc dung trong ché d6 cia Tsudik. Do d9,
cac ham bam ctia TCVN 12854-5:2020 (ISO/IEC 29192-5) c6 thé dwoc dung véi ché do nay cdia Tsudik.
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Tuy nhién, cac ham bam ctia TCVN 11816-3:2017 (ISO/IEC 10118-3) khéng thé dwoc dung véi ché do
nay cta Tsudik.

Theo TCVN 12854-1:2020 (ISO/IEC 29192-1), d&c tinh hang nhe ctia ché d Tsudik la n6 doi hai it tai
nguyén xét theo thoi gian thwe thi. Cu thé hon, dbi véi théng diép ngan, sb 14n goi ham bam co sé ¢
thé chi 1a mét. Pac tinh nay khéng phu thudc vao ham bam co sé.

C.4 Thong tin vé viéc str dung Chaskey-12

An toan cla cac thuat toan MAC chiu anh huéng béi sb khbi thong diép duwoc xi ly duwéi cuing mét khoa.
Débi véi Chaskey-12, ciing nhw trong hau hét cac thuat toan dwa trén ma khéi, sé khéi dwoc x ly dwdi
cuing mot khéa nén nhé hon han gi¢i han an toan, tirc & 254 khéi ddi véai mot ma khdi 128 bit. Vi du, khéa
c6 thé dwoc lam mai truac khi 248 khi thong diép 128 bit dwoc x ly, twong rng véi bdn pebibyte di
liéu”. IEC 80000-13? dinh nghia cac tién té nhi phan chuan dung dé ky hiéu cac ldy thra ctia 1024,
chang han 1024° (pebi-).

Theo TCVN 12854-1:2020 (ISO/IEC 29192-1), dac tinh hang nhe ctia Chaskey-12 la Chaskey-12 chi
cham hon Chaskey-8 tir 15 % dén 30 % tly nén tang dich®, va né doi hdi it tai nguyén xét theo di liéu,
kich thwéc ROM va sé chu ky/byte, nhw néu trong Bang C.2.

Bang C.2 — Két qua do hiéu nang cua Chaskey-8 trén Cortex-M0/M4"!
Vi diéu khién D@ liéu [byte] Kich thwéc ROM [byte] Tbc d6 [chu ky/byte]

T6i wu theo toc do

Cortex-MO 16 1 308 21,3
16 908 10,6

Cortex-M4
128 908 7,0

Toi wu theo kich thuwdc

Cortex-MO 16 414 21,8
16 402 16,1

Cortex-M4
128 402 11,2
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Phu luc D
(tham khao)
Quy dinh cta ham I2BS
D.1 Téng quét
Phu luc nay néu quy dinh ctia ham 12BS (chuyén dbi sé nguyén thanh xau bit).
D.2 I2BS
Dé biéu dién mot s6 nguyén khong am x thanh mét xau bit dd dai g (g phai thda man 29 > x), sb nguyén
doé phai dwoc viét dwéi dang biéu dién nhi phan duy nhét ctia né [xem Céng thire (D.1)]:
X =29Xgoq + 2972Xg 0 + ... + 2X1 + Xo (D.1)

trong d6 0 < x; < 2 (lwu y rang mét hodc nhiéu chir sé drng diu sé bang 0 néu x < 297"). Xau bit
I12BS(x, g) phai nhw Cong thirc (D.2):

Xg-1Xg-2...X0 (D.2)
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